C.V
Personal Details:

Name: Hasan Ali Hasan Al-Saibai
Phone: +973 38083838
Email: AlsaibaiH@Gmail.com

Nationality:  Bahraini
Summary:
| am a certified cyber consultant experienced in vulnerability assessment, penetration testing

and framework assessments with experience technical experience in the financial sector.

Skills and Strengths:

VAPT Tools Technical Skills Personal Skills (xpma's vear End 2019 Feedback)
Commando-VM/ | Infrastructure Penetration . . .
. . Solid Attention to detail
Kali Linux Testing
Burp Suite Web Penetration Testing | Great initiative in tailoring deliverables to clients
Pacu Cloud Penetration Testing Excellent interpersonal skills
Tenable - Nessus | Vulnerability Assessments Effective problem-solving skills
Metasploit Physical Penetration Testing Great leadership skills
Yersinia Network Penetration Testing Good follow through in completing tasks

Working Experience:

7/2020 - Current BNH Information Security Officer
10/2018 - 6/2020 KPMG Fakhro Cyber Security | Associate Consultant
10/2019 — Current KPMG Fakhro Millennial Committee Member
01/2015-09/2018 Core Technology Ad-Hoc Technical Support

01/2013 - 12/2016 CAETech Webserver Admin


mailto:AlsaibaiH@Gmail.com

Education & Certifications:

- Ahlia University — Bachelor of Science in Accounting and Finance, 3.68 CGPA
- (ICDL) International Computer Driving License - Certified in 2019
- (SSCP) Systems Security Certified Practitioner — Certified in 2019

Projects:

Leading Petrochemicals Industrial Company
Project Title: OT/IT Environments Security Audit with VAPT

My role was to demonstrate how the physical perimeter could be access and creating spoofed
access cards for myself and my team to bypass physical perimeter security. | was also involved in
conducting network penetration testing. The network security in place had CISCO ISE and QRadar
as part of the security suite that we penetrated. The Network Access Control (NAC) that was
placed on the network switches was penetrated and we’ve successfully pivoted to the OT
environment.

Bahrain Semi-Government Infrastructure Company
Project Title: Infrastructure Review with VAPT

My role was to review internal policies and procedures and compare them against NIST, CIS
Security, PClI DSS and Bahrain regulations to ensure compliance with those frameworks.
Additionally, | conducted a vulnerability assessment and a penetration test on the network
covering unknown host discovery and network zoning checks.

Multiple Insurance Companies (CBB Volume 3 Licensees in Bahrain)
Project Title: Compliance VAPT

As part of the Central Bank of Bahrain requirements for volume 3 licensees to perform VAPT by
an independent consultant, | was assigned to multiple companies to conduct this compliance
requirement and submit a report to the CBB in accordance with the requirements.

Insurance Companies Merger
Project Title: System Selection Business Case

Two companies wanted to assess whether either of the core systems are usable as a single
solution for both companies as well as assess the current state and discover the options that are
available in the market that suit their future vision that was used as guard rails when qualifying
vendors from every step.

Leading Real Estate Investment Company




Project Title: VAPT Audit

As part of the audit committee requirements, internal and external VAPT was conducted.
Findings were communicated with IT and partially remediated and agreed on before the final
report has been submitted to the audit committee to ensure mutual agreement and
understanding.

Multiple retail and wholesale banks (CBB Volume 1 and 2 Licensees in Bahrain)
Project Title: Compliance Project

As part of the Central Bank of Bahrain requirements for volume 1 and 2 licensees in Bahrain. We
conducted stakeholder meetings and review of internal documents to create a cyber security
framework that is customized to each client.

Companies with Turn Over Exceeding BHD 5 Million
Project Title: Indirect Tax ERP Consultation

Assigned as a consultant to assist numerous companies comply with the Central Bank of Bahrain
Regulations.
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