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	Experience Summary


Over 10 years of experience in Installation, Configuration, and maintaining numerous LAN/WAN along with Windows-Server. Implement wide range of hardware and software and TCP/IP protocol-based networking products. Always meets client demands and develop good long-term customer relationships.
	Technical Skillset Summary


· Cisco ISR routers 800 / 1000/ 1800 / 2800 / 3900 series, Meraki MX67
· Cisco Catalyst switches 9400 / 9200 / C2960-L / C3650 / C3550/3560 

· Cisco ASA 5505 / 5510 / 5520 / 5540 firewalls/ Websense/AMP
· Cisco, Aruba, Ubiquiti Wireless Control System (Cloud)– Aironet APs and controllers

· Routing protocols RIP / OSPF / EIGRP / BGP

· VLANs / STP / RSTP / Ether Channel /HSRP/MPLS
· VPNs – / IPSec / SSL / (Fortinet, Cisco, Palo Alto, Check point)
· NMS tools Manage Engine, PRTG, MRTG and Solar winds-NPM
· TCP/IP, DNS, DHCP, PPPoE, SNMP, NAT, ACL and OSI Layers
· SCCM System, IIS server, Dell OpManger and Eset Admin Console
· Virtualization- VMware ESXi, vCenter and Microsoft Hyper-V
· Microsoft Windows Servers 2008 R2 / 2012 R2  

· Microsoft Office XP / 2003 / 2007 /2010/ 2013 /2016/ Office 365 Solution
· Active Directory, Group Policy Objects, Server Roles and site replication
· Symantec, Acronics, Veeam, Synology, QNAP NAS Backup Solution 

	Professional Certification 


· Cisco Certified Network Professional (CCNP Course completed)

· Cisco Certified Network Associate (CCNA)  

· CNSS Certified Network Security Specialist (ICSI)

· NSE 1 Network Security associate (Fortinet)

· NSE 2 Network Security associate (Fortinet)
Training certifications:

· CyberArk Trustee 
· CyberArk Privileged Access Security 
· 210W-02 Influence of IT Components on Industrial Control System (U.S Department of Homeland Security)
· 100W Cybersecurity Practices for Industrial Control System (U.S Department of Homeland Security) 
· Palo Alto Fundamentals of SOC Analyst
· Cybersecurity Awareness (U.S Defense Counterintelligence and security agency DCSA)
· NISP U.S Defense Counterintelligence and security agency DCSA)
· Palo Alto EDU-10
· Check point-Jump start Network security
· CompTIA Network+ 
· CompTIA Security+ 
· ACE, Acer certified engineer 
	Employment History


	SI.No.
	Designation
	Organization
	Duration

	1
	IT Technical Support and Network Engineer

	MH Alshaya group, Bahrain
	August 2019 to Till date

	2
	Network System Engineer

	           ALMOAYED ICT, Bahrain
	Feb 2019 to Jul 2019

	3
	Network - System Engineer


	Power online technology Sitra Bahrain
	Oct-2017 to Oct 2018

	4
	IT Technical Support Administrator
	SM Soft Computers Wayanad
	Aug-2013 to Jun-2017

	5
	Network - System Engineer


	Last minute Full Solutions. Bahrain
	Apr-2012 to Jul-2013

	6
	Network - System Engineer


	Park shop Hyper Market, Doha, Qatar
	Nov 2010 to Oct 2011


Duties and responsibilities in short as a Network Engineer (NOC-L1/L2)
· Working as a NOC-L2 Network Engineer in (BIX-ISP, Bahrain) client of ALMOAYED ICT

· NOC monitoring and support the operations of Advanced BIX-ISP network.

· Provisioning (IP assignment, core network configuration, configuring co-location equipment’s of BIX customers, monitoring and graphing for co-location, customer backup, and other customer network services).
· Troubleshooting of protocols BGP, OSPF, MPLS, HSRP etc.
· NOC NMS implementations (MRTG, PRTG, SOLAR WINDS NPM, NTI etc.) and its operations.

· Configuring and troubleshooting Cisco carrier routing system, routers (CRS-1, GSR,7609)
· Configuring BIX-LAN Network with cisco devices (3560,3650,3900 and PaloAlto-220 firewall)
· Server builds and installs, application upgrades, network equipment build, and installation. Maintaining hardware serial audits, writing custom monitoring plugins
· Maintaining technical documentation (for NOC) of processes and procedures used throughout normal operations
· Coordinate with multiple teams and implement the software/hardware changes in the network
· Documentation of all network devices and network activities and updated on regular basis.

· Interact with multiple teams to identify the root cause of issues and provide ETR/RFO.
· Change management preparation and deployment.

· Support to the continuous improvement of the network environment to ensure the highest possible availability, security, and performance of the network.

· Identifying and creating governance processes for capacity management, aligning with company standards and ISO Procedures.

· Analyze the change management requests and providing the necessary feedback before getting approval.
Duties and responsibilities in short as an  Network System Engineer
· Gather and collate network requirements by working with clients and colleagues.
· Implementing multiplatform Firewalls, Cisco-ASA, SONICWALL, FORTIGATE and SOPHOS
· Configuring switching and routing protocols, VLAN, VTP, STP, EIGRP, OSPF and BGP.

· Configuring Site to Site and SSL VPN (Fortinet, Cisco SonicWALL) and secure connectivity.
· Installation of Wireless Control System –APs and controllers (Cisco Merakki and Aruba).
· Design and secure networks by, testing and troubleshooting
· Familiar with DNS, DHCP, TCP/UDP, SNMP, OSI layers and PPPoE concepts.

· Familiar with Load Balancing BIG IP F5 Tools
· Familiar with Network monitor tools Zabbix, Solar winds and Wireshark. 
· Work with OS and application teams to ensure client service success.
· Design the Customer IT-Infrastructure by installation of Virtualization(VMWare)products, Server machines by Group policy objects and various server roles.
· Systems Solution, Installation of SQL, Primavera, Office 365 and Windows Servers (2008R2,2012).
Duties and responsibilities in short as a Network - System Engineer

· Windows Server installations, hardware maintenance, and troubleshooting in a Dell Server environment (Windows Server 2008, 2008 R2, 2012 R2).

· Configure the DC, ADC, DNS, server roles and its features.

· Creating and configure the Active Directories and Group policies.

· Secure the Network traffic flow by using Websense plus Cisco ASA5510 Firewall
· Establishing VLAN-network for reliability of all the departments

· Managing the IP-PABX and Extensions using Panasonic products.

· Configure the project Database using SQL-server and oracle Primavera.

· Configuring VLANs and Inter VLAN routing on Layer-3 switches (Cisco 3750)
· Implementing traffic filters using Standard and Extended access-lists.

· Configuring and implementing Remote Access Solution by SSL VPN 

· Troubleshooting and solving networking issues - TCP/IP, DNS, DHCP, Layer 2/3 Network devices using NMS, Manage Engine, PRTG and Wire Shark.
· Configured BIG IP F5 for monitoring Layer 2 and layer 3 Traffic
· Troubleshooting hardware problems in regard to: all the server range, backup units, switches, and Desktop Computers.
Duties and responsibilities in short as a Network-Support Engineer:
· Configure Static route, default route, routing protocol configuration changes, NAT, ACL at router level (CCNA)
· Suggesting a network solution as per the client requirement (Passive & Active). Network design (Visio) and implementation of Active Devices.

· Implement access points, Cisco Wireless Control System –Aironet APs and controllers.
· Configuring switching and routing protocols like VLAN, VTP, STP, EIGRP, OSPF, and RIP.
· Installed and configured Cisco L2, L3 switches and Juniper Firewall (Net Screen).

· Administration of switched LAN networks consists of Cisco Catalyst series of Switches and WAN network consists of Cisco 2600 series of routers through leased lines.
· Familiar with IPV4, IPV6, DNS, DHCP, TCP/UDP, IP/IPX, SMTP, SNMP, POP3 and OSI-Layers.
	Education


	YEAR
	UNIVERSITY/COLLEGE
	SUBJECT
	COURSE

	2006
	 University of Calicut  
	Commerce 
	
Plus Two 


	2008
	CSC Computer Education 
	Diploma in Computer Hardware and Networking 

	HDCHN


	Personal Information


Nationality                     
:    Indian

Date of Birth        

:    24th April 1988
Status                          
:    Married
Languages known          
:    English, Malayalam and Hindi
Passport No                     :    R0384560
I hereby declare that all the above information is true to the best of my knowledge and belief.
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