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RESUME OF SHELDON BENNETT
PROFESSIONAL SUMMARY:

Accomplished CISO and Technology Executive with over 19 years of experience leading IT, Information and Cyber Security  and Fraud Risk functions for multinationals across financial services and telecommunications sectors. This includes 3 years experience in the Middle East and North Africa (MENA) region, Sub-Saharan Africa and South Africa. Proven track record in developing robust security strategies, building and managing high-performing teams, and achieving regulatory compliance across diverse markets. Expert in incident response, risk management, and security infrastructure management. Holds and Bachelors Degree in Information technology, CISSP and SANS Strategy and Leadership certifications and participated in a Cyber Security Programme at MIT (USA).

PROFESSIONAL ACHIEVEMENTS:

1. Strategized and Executed Multi-Year Cybersecurity Roadmap: Developed and led a comprehensive multi-year cybersecurity strategy across 6 international markets, achieving a substantial reduction in security incidents and aligning with regulatory requirements such as ISO27001, NIST, PCI-DSS and SWIFT CSP. Roadmaps were developed to align to the NIST framework which is the basis for many Central Banks Cyber Security Frameworks.
2. Executive Management Experience: As a member of the Chief Technology Officers Executive Committee, I presented to staff across multiple subsidiaries. Presented to the Board of Directors, Board Risk Committee, Audit Risk Committee of multiple subsidiaries and CEO’s on the subject of  Information and Cyber Security, including training and awareness. Executed multiple Cyber Crisis Simulation exercises for executive management.
3. Developed Highly Capable Security Teams: In each of the roles I have held in Security, I have always been able to transform the security teams and improve the maturity of the security function. Shifting the security team into a high performing driven team with a focus on security and business value. My teams receiving recognition at company level for their contributions to the business.  
4. Ensured the implementation and effectiveness of Security Controls: Drove out the implementation of security controls such as Firewalls, Intrusion Prevention Systems, Network Access Control and others. Once implemented, my teams ensure that these technologies were effective in their operation.
5. Enhanced Incident Response and Risk Management: Implemented an intelligence-led Security Operations Centre (SOC) with an advanced detection strategy – moving the SOC from being a reactive SOC to being proactive, reducing SIEM alerts by focusing on quality rules rather than quantity and increasing response efficiency. Successfully managed incident response for over 100 high-priority incidents annually.
6. Advanced Cloud Security Implementation: Developed and deployed a cloud security strategy for Ahli United Bank, enabling secure cloud adoption that supported the business, while maintaining compliance with industry best practices and reducing cloud-related security risks.
7. Modernising and Updating the Security and Data Protection Policy: Updated the security policies to be more digestible and acceptable for the organisation to implement. This was then supported by frameworks, standards and guidelines that allowed the security and technology teams to be more agile and drive out the requirements. 
8. Vendor and Third Party Security Risk Management Program: Implemented a Third Party Security Risk Management Program that helped Vodacom assess all third parties, categorise into risk levels and could then apply the appropriate level of risk assessments based on the third party risk (high risk = more detailed assessment). Also developed vendor minimum security requirements that is attached to each contract.
9. Cross-Functional Team Management: At Vodacom and AUB, I drove out several committees, working groups, strategy sessions to pull together entities part of the group and align on strategy, project plans, status and work to remediate and escalate any issues. I also chaired and was secretary of the at Group Security Committees.
10. Fostered Security Culture and Awareness: Launched a comprehensive security culture and awareness program at Vodacom, increasing employee participation to above 95% and achieving an overall reduction in human error-related security incidents. At AUB I rolled out the Cyber Golden rules which simplified the security actions of staff down to 7 rules that keep the Bank safe.                                             

WORK EXPERIENCE:
AHLI UNITED BANK ($11Bn Market Cap, 4k employees) 					November 2021 – March 2025
· Chief Information Security Officer\Group Head: Information and Cyber Security (November 2021 – Current)
· Spearheaded the development and implementation of a comprehensive Information and Cyber Security Strategy across Bahrain, Egypt, Kuwait, UK, UAE, Iraq, and Libya, aligning with Central Bank of Bahrain (NIST based) and regional regulatory requirements, enhancing compliance. 
· Established and led a Cyber Security function at Group Level, driving strategic initiatives and improving security posture and a reduction in security incidents. 
· Collaborated with senior leadership to ensure alignment with regulatory frameworks such as Kuwait, SAMA, and Qatar Cyber Security Frameworks, achieving regulatory compliance across multiple jurisdictions. Successfully implemented Sailpoint Identity IQ and integrated with Azure AD and CyberArk for privileged users.

VODAFONE\VODACOM GROUP ($10.4Bn Market Cap, 14k employees) 			May 2019 – October 2021
· Chief Information Security Officer\Managing Executive: Group Cyber Security – (May 2019 – October 2021)
· Transformed Cyber Security across 7 Vodacom markets, enhancing security posture and reducing security incidents across all organisations and improving incident response capabilities. 
· Built and led the Cyber Security capability, aligning with regulatory frameworks and achieving compliance across multiple jurisdictions. 
· Collaborated with the CTO's Executive Committee to drive strategic initiatives, integrating CyberArk for privileged users.
· Rolled out a vulnerability management programme that included the evaluation of mobile and application vulnerabilities, both static and dynamic code analysis.

STANDARD BANK GROUP ($16.9Bn Market Cap, 100k Endpoints, 30k employees) 		February 2006 – April 2019
· Information Technology: Executive Group Head: Cyber Security (August 2016 – April 2019)
· Operational Risk: Executive Group Head: Investigations South Africa (April 2014 – July 2016)
· Operational Risk: Head: Central Investigations (April 2012 – March 2014)
· Information Technology: Senior Manager: IT Security Channel Security (July 2010 – March 2012)
· Information Technology: Manager: IT Security Africa Security Manager (August 2009 – June 2010)
· Information Technology: Analyst: IT Security E-Crime (May 2006 – July 2009)

ACHIEVEMENTS
	· Appointed to the Evanta (Gartner) CISO Governing Body for the Middle East region in 2023. 
	· Member of the Expert Working Group on Cyber Security at an industry level (2018+).

	· Member of the Financial Crime Steering Committee that drove Financial Crime initiatives at an Industry level (2012-2016).
· Actively contributed to the arrest of two individual kingpins responsible for defrauding Online Banking clients.
	· Chairperson of the Banking industry (SABRIC) e-Banking crime workgroup (2007).
· Chairman (and Secretary) of the AUB Group Information and Cyber Security Steering Committee.
· Deputy Chairman of the security working group at Vodacom Group.

	
	



TRAINING RECEIVED:
	· Massachusetts Institute of Technology (MIT) – Applied Cyber Security (2018) – Boston, USA
	· Standard Bank Develop Your Edge Leadership Course

	· CISSP Bootcamp Course.
	· Standard Bank Management Essentials

	· Standard Bank Graduate Development Program
· Islamic Banking Ethics for Executives 
	· Cyber Incident Training (Central Bank of Bahrain\Cyber Ranges)
· 5G Security Training – Nokia EMEA (Telecoms)

	· Vodafone Cyber Security Leadership Programme (Deloitte)
	· PCI Certified Payment-Card Industry Security Implementer (CPISI) Training (SISA)



EDUCATION:
Tertiary
Institution:	Nelson Mandela University	
Degree (Graduation Year):	Bachelor of Science (BSc) - Information Technology (2005)
	
Certifications:
	Institution
	Year
	Certification 

	(ISC)2
	2013
	Certified Information Systems Security Professional (CISSP)

	ISACA
	2022
	Certified Data Privacy Engineer (CDPSE) – Expired

	SANS
	2023
	GIAC Strategic Planning, Policy, and Leadership – SANS514 (GSTRT)



References:

Contact details available on request.

Group Chief Technology Officer – Vodacom Group
Group Chief Information Security Officer – Standard Bank Group
Cyber Security Partner – KPMG Middle East
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