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Cyber Security Specialist
[bookmark: _Hlk521332016]SOC Analyst with three years of experience in incident response, using SIEM tools such as Microsoft Defender, Sentinel, and Splunk to reduce security risks. Skilled in vulnerability assessments, managing security tickets, and incident resolution. Proficient in tools like VirusTotal, Nessus, Nmap, and ServiceNow, with a strong understanding of frameworks such as NIST and MITRE ATT&CK. Bringing strong communication skills and a proactive approach to enhance SOC team performance.
[bookmark: _Hlk37265128][bookmark: _Hlk67285861]EDUCATION & CERTIFICATIONS
Western Governors University
Bachelor of Science (BS): Cyber Security and Information Assurance                                                                        Graduation February 2025

CompTIA A+
CompTIA Network +
CompTIA Security+	 
CompTIA CYSA+                                                                                                                                                            Expected February 2025

PROFESSIONAL EXPERIENCE



SOC Analyst – Devtek Consulting
Remote, Virginia									                                                02/2021-05/2024
· Monitored and detected security incidents with Microsoft Sentinel and Defender, reducing response time by 15% and improving threat accuracy by 10%. Resolved 50 security tickets weekly and collaborated with teams to cut disaster recovery time by 20%.
· Analyzed network data, logs, and threat intelligence to identify IOCs and APTs, increasing early threat detection by 12% and reducing recurring vulnerabilities by 15% through data-driven recommendations.
· Conducted vulnerability assessments focused on NIST, ISO 27001, and GDPR compliance, reducing critical vulnerability windows by 25%. Collaborated with IT teams to monitor and remediate vulnerabilities for a proactive security approach.
· Streamlined incident response processes, reducing downtime, and led team training to boost preparedness. Researched cybersecurity tools, recommending solutions that improved threat detection efficiency.
· Conducted patch management processes to ensure timely updates, reducing vulnerabilities and improving system security.
Help Desk Specialist – Devtek Consulting
Remote, Virginia									                                                01/2019-02/2021
· Resolved a wide range of technical incidents and service requests for Microsoft Windows 11 and Office 365 applications, consistently achieving a high first-call resolution rate. Quickly diagnosed and troubleshot hardware, software, and connectivity issues, including mobile operating systems (iOS, Android), ensuring effective solutions for end-users.
· Engaged with users to maintain high customer satisfaction, using clear, empathetic communication. Listened actively to concerns about Microsoft Windows 11, Office 365 applications, and mobile operating systems, leading to consistently positive user experiences.
· Managed ServiceNow tickets as a Tier 2 support specialist, overseeing the resolution of approximately 1,500 requests annually. Automated tasks and streamlined workflows to improve handling efficiency, particularly for Microsoft Windows 11 and Office 365 application issues.
· Conducted proactive follow-ups on service requests to ensure user issues were fully resolved, reducing recurrence rates and enhancing overall support quality.
· Trained new team members on best practices for incident resolution and ticket management, contributing to improved team performance and service delivery.

Skills and Technologies

	· Windows OS
· Linux
· MacOS
· Python
· SQL
· Excel
· Troubleshooting
· Critical Thinking



	· SDLC
· NIST
· MIRE ATT&K Framework
· IDS/IPS
· GDPR
· HIPPA
· ISO

	· Microsoft Defender
· Microsoft Sentinel
· Splunk
· VirusTotal
· Nmap
· Wireshark
· ServiceNow
· Active Directory

	

	




