
Vulnerability Assessment of Web Applications & Servers
Penetration testing
Servers Monitoring
Servers Administration
Security event logs monitoring (SIEM)

Cyber Security Engineer

Sep 2020- Oct 2021

Ourum Solutions l Rawalpindi

TALHA MANZOOR
P e n e t r a t i o n  T e s t e r

Experience

Vulnerability Assessment of WebApps using various
automated tools (Nessus, Nikto2, OWASP ZAP etc.).
Penetration Testing of WebApps using various automated
Tools (NMAP, BurpSuite, SQLMap, nuclei etc.).
Exploiting various Vulnerabilities (XSS, SQLi, Clickjacking, CSRF,
2FA bypass etc.)
Co-ordinated in mitigating vulnerabilities from Web
Applications (SQL Injection, Anti-CSRF, Clickjacking, Two-
Factor Authentication Bypass)
Analyze Web Applications for potential vulnerabilities resulting
from Improper System Configurations, Logical Flaws or
Operational.
Vulnerability Assessment and Penetration Testing of Network
using various automated tools.
Windows Servers and WordPress Hardening
SIEM Solution Deployment and Configuration
Monitoring and Analyzing security events to detect intrusions
using SIEM, WAF, EDR, End point Solution and Proxy etc.
Investigating malicious IPs, domains, phishing emails and
malicious files to determine any IOCs’s and blocking them.
Communicating with Network Team to create policies of
Firewall, EDR and Endpoint Solution as per Organizational
needs.
Dynamic and Static Malware Analysis (REMnux)
Compiling Data and making reports

Penetration Tester

Oct 2021- May 2024
SZABIST University l Islamabad+973 3435 4526

talhamanzoor69@gmail.com

Block 108, Al-hidd, Muharraq
Governorate, Bahrain

Master in Computer Network
and Security
National University of Computer
and Emerging Sciences (FAST) •
Islamabad

Government College University •
Faisalabad

Bachelor in Computer Science

2019-2023

2014-2018

Nessus

Nuclei

Nmap

BurpSuite

EDUCATION

EXPERTISE

OWASP Zap
Bettercap
WireShark
SIEM

PERSONAL

Visa Type: Transferable Iqama



Professional Skills

English

Urdu

LANGUAGE

Penetration Testing tools NMAP, DirBuster, Metasploit etc. 
Vulnerability Assessment tools Nessus, OWASP ZAP, Burpsuite
etc.,
Thorough Knowledge of IBM QRadar.
Threat Intelligence, forensics and Threat hunting with YARA &
Valhalla
Network Security Monitoring with SNORT, ZEEK, BRIM &
Wireshark
Endpoint Security Monitoring with Sysinternals, Sysmon,
Osquery & Wazuh
Investigations with ELK & SPLUNK, Incident handling with
SPLUNK
Knowledge of Network and Server monitoring tool Zabbix.
Symantec Endpoint Solution
Incident Responding with velociraptor
Virtualization on VMware ESXI

PROFILES

LinkedIn:

https://www.linkedin.com/in/tal

hamanzoor69/

TryHackMe:

https://tryhackme.com/p/talha

manzoor69/

Professional Trainings

Certified Ethical Hacker
Try Hack me Junior Penetration Tester
Red Hat Certified System Administrator
Cisco Certified Network Associate


