


SAMEEN ULLAH KHAN
Industrial Automation, OT Cybersecurity and Projects Management Professional
Leader & planner with 17+ years of experience in Industrial Automation
EXPERIENCE SUMMARY:
I have 17+ years of experience in the industrial automation/OT Cybersecurity field as a vendor & end-user in different roles as project manager, project/technical lead, systems engineer & instrumentation & control engineer. My focus is to deliver backlog projects/engineering/services/day-to-day operations and provide support to Marketing & Sales for Front-log of projects/services.
My core objective is to continuously perform & achieve excellence in project management, engineering management, and operations management in the field of Industrial Automation & industrial cybersecurity.
Project Lead (Automation & OT Cybersecurity) – ACET Solutions
Sep’20 – To Date
	Roles & Responsibilities include:
· Providing technical leadership related to BPCS/SIS/ESD/FGS/BMS/OT Cybersecurity to the project team/contractor/supplier throughout all project phases (design, engineering, testing & commissioning phases) and operational support.
· Acting as a client interface for concerns resolution & escalation.
· Performing project planning, managing suppliers/contractors/Systems integrators/OEMs, system commissioning and validation, and evaluating technical solutions.
· Building and improving relationships with stakeholders by contributing to decisions making process where appropriate.
· Performing vendor management and contract negotiations with a focus on Automation System Integrators and OEM.
· Leading and managing staff & activities, performing internal or external reporting. 
· Creating, managing, maintaining Industrial Automation Projects, Design & Engineering Processes, Practices, and Procedures based on Industrial Standards/Best Practices/Lessons Learned
· Developing design, engineering, testing, and execution strategies along with project team/contractor/supplier and stakeholders to reduce cost, improve delivery performance while ensuring technical & contractual compliance.
· Keeping an accurate & current documentation on design changes & requests.
· Continuously monitor & support engineers by providing expertise to ensure schedule remains on track.
· Continuously monitor costs and forecast costs for project completion
· Continuous focus on all Project Management areas related to Process Automation & OT Cybersecurity to meet business objectives/targets and regulatory requirements
Reporting to:
· Project Director
Leading following Project (2020- To Date):
· National Water Company (NWC) SCADA/OT Cybersecurity Implementation at HQ, Riyadh BU, Makkah BU, Zamzam Factory Taif BU, Jeddah BU, Madinah BU to comply with HCIS & NCA regulatory requirements and upgrade SCADA/OT Systems at all site to enable IT/OT integration to achieve digital transformation initiatives.

	Skills learned & practiced
· OT Cybersecurity requirements & Compliance Management
· Analysis of SCADA/ICS/OT Architecture covering WAN, Radios, GSM/GPRS Technologies
Soft skills learned & Practiced
· Team Motivation/Collaboration



Projects Manager – Honeywell Process Solutions (HPS) Honeywell Turki Arabia Ltd.  (HTAL) Saudi Arabia
Sep’18 – Sep’20
	Roles & Responsibilities include:
· Focusing on all Project Management areas to meet business objectives/targets
· Providing Project leadership related to project team/contractor/supplier throughout all project phases and operational support.
· Continuously monitor & forecast resources and costs to ensure the project remains on track.
· Acting as client interface for execution, contractual & commercial concerns resolution & escalation.
· Building and improving relationships with stakeholders by contributing to decisions making process where appropriate.
· Performing vendor management and contract negotiations.
· Leading and managing activities, performing internal or external reporting. 
· Creating, managing, maintaining Projects Execution Processes, Practices and Procedures 
· Developing execution strategies with project team/contractor/supplier and stakeholders to reduce cost, improve delivery performance while ensuring contractual compliance.
· Maintaining accurate & current documentation
· Continuously monitor & support engineers by providing expertise to ensure schedule remains on track.
Reported to:
· HPS Program Manager, HPS Cluster Project Management Leader, Field Service Leaders/Managers
Successfully managed & lead the following Projects (2019- 2020):
· Tasnee – Tasnee A360 Program - Honeywell Life Cycle Management Program 6 Year Program, it includes:
Control Systems Upgrade Projects (5 plants), it included an upgrade of DCS/ESD, Virtualization of Console Systems using Dell FX2 Premium, Operator Consoles Upgrade, L1/L2 Network Infrastructure Upgrades 
OT Cybersecurity Projects, it included Network Assessment & Remediation (4 plants), Common DMZ Network Re-Design (L3 & L3.1), Common DMZ Migration to Virtualization using Dell FX2 Premium, Implementation of Remote Access & Managed Security Services (5 plants) (i.e. McAfee & Windows Patching, Performance Monitoring), Network Revitalization (L1/L2/L3) (4 plants), System & Network Hardening (L1/L2/L3/L3.1/L/35) (4 plants), Design & Implementation of Central Backup Solution (plants), Cyber Security Gap Analysis (based on IEC 62443), Cyber Security Master Asset Lists, Network Segmentation, Zone & Conduits Assessment, Cyber Security Risk Assessment, Cyber Security Policies & Procedure development, Cyber Security Awareness Training, Group Policies Management, L3.5, L3, L2 Domain Controller Re-Configuration & Verification, Honeywell Forge Design & Implementation
· KJO – SAIPEM – Control System Upgrade Service Project (2019-2020)
I also worked & completed the following Projects:
· SABIC Sadaf – Salt Plant – Control System Upgrade Project (2018-2019), included TPS System migration to Experion TPS, Connectivity to SADAF Main Site, GPO Deployment, Antivirus & Windows Patching, System & Network Hardening as per SABIC Standards
· SABIC Ibn Zahr -Control System Upgrade Project (2017-2019), included TPS System to migration to Experion TPS, Consoles Replacement, Network Upgrade, System & Network Hardening as per SABIC Standards, Risk Manager Implementation
	Skills learned & practiced
· Project Estimation & Forecasting
· Scope Management
· Contract Negotiation
· Quality Assurance & Control
· Project Analytics, Resource Forecasting
· Productivity & Performance Analytics
Soft skills learned & Practiced
· Team Motivation/Collaboration
· Team Leading
· Customer Service


Senior Project Specialist – Industrial Automation – Oil, Gas & Petrochemical, ABB KSA
Aug’16 – Sep’18
	Roles & Responsibilities include:
· Day to Day focus on all Project Management areas to meet business objectives/targets
· Technical leadership to project teams/sales & proposal teams in all phases from Leads until after-sales.
· Leading project team to prepare project & project management plan for all phases of projects
· Engagement with the Procurement Team to ensure Contractors/Suppliers are in-line with the project timeline
· Leading FO/BO teams to ensure BPCS/SIS/ESD/FGS//OT Cybersecurity meets are design, engineering, testing requirements
· Creating, managing & maintain project execution, system design, and engineering processes, practices, and procedures to improve engineering efficiency, quality, reduce cost while ensuring technical and contractual compliance.
· Ensuring that system under development complies with Industrial Standards & project specifications/requirements.
· Continuously monitor costs & forecast costs until project end
· Continuously update & monitor schedule, Rolling Action Item List, and Risk Register for immediate remediation.
Reported to:
· Projects Operations Manager(s), Local Business Manager(s), Project Director(s), HUB Engineering Manager(s), Service Manager(s)
Successfully managed & lead the following Projects:
· SADARA IPCS 17 & 19 (2012-2018), (IPCS Delivery along with Integration with POM, PCOM, MOM, TMS & TPPS), projects included aspect covering BPCS/SIS System Design & Engineering (SDS, PCSD to Code Development, Hardware Engineering, Libraries Development & Testing), Testing (FAT/SAT), System Commissioning. Other aspects are L1/L2/L3 Networks Hardening, GPO deployment, Firewall Configuration, CVOTS & IPCS Integration, Role Based Access Control Implementation, MOM Applications Integration
· Tasnee MicroScada & 800xA Upgrade (2018) included aspects such as MicroScada 1998 Backup recovery, Upgrade to MicroSCADA Sys600, Upgrade of FO Network, 800xA System Recovery & Upgrade, Integration of MicroSCADA to 800xA System. 
· SABIC ABB 800xA and High Integrity Safety Systems Products Pre-Qualification – RVL Testing (2018)
· Aramco Shedgum-4 SIL Study (2017-2018)
· Aramco SSSP (5 Sites) Control System(s) Upgrade (800xA, Safeguard, & Advant Master Upgrade, Communication Network Upgrade) (2016-2018), the project included Design, Engineering and commissioning & Migration of existing systems to 800xA System at SSSP Site 1, 3, 5, 6, 7, Booster Stations, System & Network Hardening
· Aramco SSSP Site 7 Madinah & Yanbu Pumping & Receiving Stations ESD Upgrade (ABB TMR to ABB High Integrity Upgrade) (2016-2017)
· ABB ECM to PMDoc and PDC Migration Project (2016-2018)
	Skills learned & practiced
· Integration Management
· Engineering Management
· Scope Management, Change Management
· Cost Control, 
· Contingency/Emergency Planning
· Process HAZOP Study, LOPA (Risk Analysis)
· SIL Study
Soft skills learned & Practiced
· Managing difficult conversation
· Creative problem solving
· Time Management
· Team Collaboration


Senior Systems Engineer, ABB KSA
Jun’08 – Aug’16
	[bookmark: 2et92p0][bookmark: 3znysh7]Roles & Responsibilities included:
Continuously Supported Project Lead, Project Manager and Service Manager, focus on the delivery of Engineering/Technical deliverables and Customer Issues, Collaborating and Inspiring Teams to complete engineering/technical deliverables, Technical Works Status Reporting, Providing efforts forecast to complete engineering/technical deliverables, Collaborated to identify technical risks & provide mitigation alternatives, Procurement Status reporting, Collaborate to find Technical workarounds, Collaborate to provide Technical/Service Support, Collaborate to do requirement capturing, assessment, analysis, and Solution Architecting, Supporting to move through different phases of project/service (i.e., from Booking, Engineering to Site Installation & Commissioning & Acceptance), Service Support for implementation of Cyber Security (such Patching, GPO, Role Based Access Control, Network Hardening), White Listing Pilot Implementation using SE46, SIS Safety Engineering & etc.
Reported to:
· Service Manager(s), Local Business Unit Manager(s), Local Division Manager(s), Project Manager(s), Projects Operations Manager(s), and Project Director(s) 
I have worked in different roles as below:
	Roles
	Successfully delivered Project(s)/Program(s)

	Project Lead
Technical Lead
Site Lead 
Safety Systems Support Engr
Safety Systems Lead
Sales & Technical Support Engr
Liaison Engr
Hardware Engr
Safety Systems Service Engr

	Aramco SSSP Madinah & Yanbu Pipeline ESD replacement Project (Nov’16 to Mar’17), SADARA FEED and IPCS 02, IPCS 19 & 17 (Jan’12-Aug’18), SWCC 800xA Re-Engineering & Upgrade (Feb’12-Mar’12), Yanbu LLDPE DCS Upgrade, SABIC/Ibn Zahr ESD Upgrade (2012), Aramco Abqaiq GOSPs IACS Hardening (2012), SABIC/AlBayroni BMS Upgrade (2010), Aramco Riyadh Refinery ESD Upgrade(s) (2009), Aramco Refineries ESD Monitoring Program (2009-2010), SABIC & Aramco Service Projects



	Skills learned & practiced
· Project Planning & Scheduling
· Project Monitoring & Control
· Team Building
· Cost Estimation/Procurement Management
· Reporting
· Techno-commercial Analysis/Assessment
· BPCS/SIS Service
· SIS System HAZOP
Soft skills learned & practiced
· Decision making, 
· Facilitation
· Mentoring, 
· Motivating, 
· Coaching, 
· Critical Thinking
· Conflicts & Issues Management
· Requirements Assessment


Instrument & Control Engineer, Fauji Fertilizer Company (FFC)
Sep’04 – Jun’08
	[bookmark: 3dy6vkm][bookmark: tyjcwt]Roles & Responsibilities:
Day to Day Plant I&C Maintenance, Plant Emergency Handling, Shutdown & Turn Around Planning, I&C Procurement, CAPEX Project Execution, Drive Design, Engineering, Testing & Commissioning, Conduct Training, Improve I&C reliability, Participate in HAZOPs, MOC
Reported to:
· E&I Unit Manager, E&I Dept. Manager
I worked in different roles as: 
	Roles
	Successfully delivered Project(s)/Program(s)

	I&C Engineer
Duty Officer
Turn Around I&C Engineer

	Ammonia, Urea and Utilities Plant Control System Upgrade (Yokogawa) (2005-2008)
Machine Monitoring & Control System Upgrade (Bentley/Woodward) (2005-2006)
I&C Skills Development Program (2006-2008)
FFC Turn Arounds at Goth Machhi & Mirpur Mathelo Sites (2005/6/7/8)



	Skills learned & practiced
· Systems Design & Engineering
· Systems Maintenance 
· Instrument(s) Sizing & Selection
· Critical Control Loops Design, 
· Systems Commissioning
· HAZOP Studies
· Turn Around Planning & Execution
Soft skills learned & Practice
· Team Building, Communication, Presentation, Problems Solving, Logical Thinking, Job/Task Planning
· 


Skills:
· I have practiced Project Management skills over past 5 years while working as Project Lead/Technical Lead & Project Manager.
· I have gained Industrial Process Automation System Design, Engineering, Testing & Commissioning skills & experience involving different vendor systems (i.e., DCS, PLC & Safety Systems, and Machine Monitoring & Machine Control Systems), with in depth understanding of Process Automation Systems Engineering Standards, Practices, and Processes in Industrial Automation Industry.
· I’m Exida CFSE Certified Functional Safety Professional (participated & contributed in HAZOP, Risk Analysis, and SIL Workshops) 
· Understanding of Functional Safety Management System (ISA 84/IEC 61511/IEC 61508) for Safety Instrumented System Design & Engineering, Test & Commissioning
· Understanding of IEC Integration & implementation using IEC 61850 on 800xA Systems
· Fieldbus (FF & Profibus) & TPPS Infrastructure Design, Engineering, and Commissioning
· Advanced Industrial Control Application(s) Design, Engineering and Commissioning (IEC 61131)
· Working knowledge with ICS Standards (i.e. ISA99/IEC 62443) and its implementation requirements during different Industrial Automation Project Life Cycle
· I have acquired experience in Process Automation System(s) Hardening meeting latest established Cyber Security Standards, i.e., Windows & Network hardening, GPO Development & Hardening, Infrastructure Hardening, Virtualized System Hardening, Whitelisting & Blacklisting & Other.
· I’ve also worked & acquired experience in the development of Product (HW/SW) Market Requirement Specifications and testing of products.
· ABB 800xA System (DCS/SIS/PLC) Reliability Improvement & Performance Management.
· 20+ Years’ experience in Microsoft Applications and Office Suites
· Computer Languages: C/C++, VB
Training:
	TECHNICAL COURSES (DELIVERED)

	· [bookmark: OLE_LINK5][bookmark: OLE_LINK6]2011 – ABB Plantguard On-Site Maintenance Training – delivered to SABIC/Al-Bayroni
· [bookmark: OLE_LINK2]2010 – ABB August Triguard SC300E – Delivered to Saudi Aramco (WRDD), 
· 2010 – ABB Plantguard Maintenance Training – Delivered to SABIC/Al-Bayroni
· 2005 – Machine Monitoring using Bently Nevada 3500 (2005) – Delivered to MOL Pakistan

	MANAGEMENT/TECHNICAL COURSES (RECEIVED)

	· 2019 – Coaching and Motivation Skills – By ITC
· 2019 – Project Management Professional – PMP ® (35 PDU) – By ITC
· 2018 – ABB HSE – PICW Training – ABB KSA
· 2017 – Exida Functional Safety Engineering 101 & 102, CFSE Certification
· 2017 – Risk Management – ABB KSA, 
· 2017 – Project Planning and Controlling – ABB KSA, 
· 2017 – Project Management Application – ABB KSA
· [bookmark: OLE_LINK3][bookmark: OLE_LINK4]2014 – Management - Creativity & Innovation – ABB KSA
· 2011 – ABB System 800xA – Oil & Gas REUSE Library Training (By ABB University), 
· 2011 – ABB Occupational Health & Safety (By ABB HSE), 
· 2011 – ABB System 800xA Administration & Installation Training (By ABB University)
· 2010 – ABB System 800xA IMS – Information Management Server Configuration Training (By ABB University), 
· 2010 – ABB System 800xA Engineering Training (By ABB University)
· 2008 – ABB August Triguard SC300E & TRIGARD CS300 (By ABB University)
· 2007 – Effective Communication Skills (By TTC Fauji Fertilizer Co. Ltd), Teamwork (By TTC Fauji Fertilizer Co. Ltd)
· 2005 – Effective Presentation Skills (By TTC Fauji Fertilizer Co. Ltd)


Education:
	Certificate/Degree/Qualification
	%age
	Grade
	Year 

	Exida CFSE Functional Safety Professional (Exida FSP) – Valid Until Nov-2023
	2017

	BE Electrical & Electronics Engineering, NWFP UET Peshawar, KPK, Pakistan
	89.61%
	[bookmark: OLE_LINK1]A+
	2004

	F. Sc. (Pre- Engineering), FBISE, Islamabad, Pakistan
	76%
	A
	1999

	Matriculation, FBISE, Islamabad, Pakistan
	83%
	A+
	1997


[bookmark: 1t3h5sf]References:
· Mohammed Jehanzeb
A360 Performance Manager, Honeywell Process Solutions
Email: Jehanzeb.mohammed@honeywell.com, Tel# +966 53 913 1277
· Craig Murray
ABB Project Director, SADARA PROJECT, IAOG, ABB Saudi Arabia
Email: craig.murray@sa.abb.com , Tel# +966 505445676
· Ahmed Zaheer Tahir
SCM Manager & OpX Manager, IAOG, ABB Saudi Arabia,
Email: ahmed.tahir@sa.abb.com, Tel# +966 530636624
Personal Information:
Current Address: 		Apt # 206, Andalusia Apartments, Khobar Shamaliya, Khobar, Saudi Arabia
Nationality: 		Pakistani
Passport# 		XQ4100352, Expiry: 3-Dec-2022
KSA Residence Permit:	2256830486, Expiry: 29-Jul-2021
Bahrain CPR:		811190730
DOB# 			19-Nov-81 
mobile: 			+966 533927524, +973 39551448
email: 			sameenullah@gmail.com, 
engr_sameenkhan@outlook.com,
Skype:			engr_sameenkhan@outlook.com




