PREM KUMAR
IT Network Engineer
F# 407, Makki Plaza, Garden Road, Karachi.
Email	:	kellaprem@gmail.com
Cell	:	+92 3327293487
OBJECTIVE



· To work in the field of IT Network & System Infrastructure with dynamic organization which provides incentives for Professional growth and facilitate me to hone my qualifications and technical skills...
CAREER SUMMARY 




	Career Summary

	Company
	Designation
	From
	To
	Duration

	NBP
	IT Network Engineer
	Nov-2020
	Present
	Working

	HBL
	Assistant Manager
	Feb-2017
	Nov-2020
	3 Years, 10 Months

	TCS-HBL
	Support Officer-Networks
	Sept-2015
	Jan-2017
	1 Year 5 Months

	Axact
	Senior Engineer-Network Management
	May-2012
	May-2015
	3 Years

	Commtel
	Network Support Engineer
	Feb-2011
	Apr-2012
	1 year 2 Months


 EXPERIENCE 


[bookmark: _GoBack]Assistant Manager-IT Network						(Nov-2020 to Present)
National Bank of Pakistan
· Budgeting, Design, Implement the Organization IT Network & System Infrastructure.
· Leading Operation Team of 10+ staff, their individual tasks, Team Projects, day to day Operation, shift rotations, resource management to ensure to ensure timely closure of incidents, resilient Network with maximum uptime
· Configure & Management of different Cisco, Juniper, Huawei Core/Edge Routers, Switches & Firewalls, Fortinet, Palo Alto, IronPort Firewalls, Cisco/Avaya IP Telephony Solution, Cisco Wifi Solution. 
· Configuration & Administration of   DVTI, DMVPN IPSEC VPN, GRE VPN & Remote VPN.
· Design & Manage, Revamp & Support LAN/WAN Infrastructure of Campuses & Spoke sites.
· Design, Plan & Implement Network System requirement for Organization expansion including campuses, Call Center, back Offices, Service Centers, Spoke sites etc.
· Integrate & Support different extranet & Service partners to organization Network as per business requirements and provide application access on need to know basis.
· Respond to Internal/ External Security Advisories, Internal/External Audit observation, compliance with Regulatory & other bodies.
· Performs Routine backups, IOS/Firmware/License Upgrades, Software Patching, Log Analysis & Security Policies Implementation, Vulnerability Assessments, Security Audit, Routine health Check, System Performance Tuning, DR/BCP testing, revamping Infrastructure, Application testing etc.
· Knowledge on Active Directory, Office 365, Databases, File systems, DNS, DHCP, Servers etc.
· Engagement in Service Management functions including Helpdesk Ticketing System, Change Management, Resource Managements, Problem Management, Continuous Service Improvement, IT security & Risk Management, Business Continuity Service Delivery & Disaster recovery solution, Asset Management, Vendor Coordination & SLAs.

Assistant Manager-IT Network						(Feb-2017 to Nov-2020)
Habib Bank Limited

· Engineering & implementation of Enterprise level resilient, highly available and secured network Infrastructure. 
· Management of Multivendor Network Hardware’s including Cisco, Juniper, Huawei, Fortinet 
· Design & Manage Organization Datacenter Network, back Offices Networks, Call Center Network & Spoke Site Network.
· Ensure a Secured Network based on strict policy driven approach and allow access on approved Change Management Documents.
· Provide Technical Assistance in Management of different Infernal & External Subsidiaries like NBP Currency Exchanges, NBP Fund Management etc.
· Managing Network Infrastructure of different Extranet Services like 1 Link, Nadra etc. & SBP service like RTGS, MPG etc.
· Ensure a secured network based on Information Security, PCIDSS and SBP guidelines.
· Dealing with different Network Project as Individual Role as well team player role.
· Re-Engineering/Revamp of LAN/WAN infrastructure of Spoke Sites.
· Design & Manage, Revamp & Support LAN/WAN Infrastructure of Campuses & 2000+ Spoke sites.
· Management & Monitoring of Core Network Connectivity’s of Aggregations, DR site, Call Center, Replication Traffic, Internet Circuits etc.
· Provide technical Assistance to other support & business domains.
· Testing & Assist in Organization IT BCP and DR Planning.

Support Officer 							(Sept 2015 to Jan-2017)
Trust Contract Service (HBL)
.
· Carrying out configuration of branches on various Core, Regional and Branch Level Routers as Cisco (7200, 3900, 2900, and 1700, 800), Juniper Firewalls (SSG-550, SSG-140, SSG-20).
· Designing, Planning & Implementation of new coming site regarding device, media & bandwidth.
· Carrying out L2/L3 configurations on various Cisco Routers and Switches.
· Implementation of Site-to-Site IPSec VPN, DVTIs on CISCO & Juniper devices.
· Implementation of AAA, QoS, policies, SNMP over branch end devices.
· Sound knowledge and experience of working on miscellaneous wired and wireless media as DSL, VSAT, CDMA, WiMax, Fiber link, DXX and MPLS.
· Installation/ Up gradation of IOS on Cisco/Juniper Routers and Switches.
· Extensive knowledge on Network technologies like VLAN, STP, VTP, Ether channel, RIP, OSPF, HSRP, GLBP, ACLs, NAT, VPNs etc.
· Troubleshooting of branches devices regarding day to day connectivity issues.
· Monitoring and managing the entire domestic & International branch Network of HBL (2500+ WAN nodes) using different Networking tools
· Provide Assistance for Internal/External Audits, Compliances etc.
· Document all network related problems and provide remedies for the same.
· Coordinating with vendors for various Connectivity issues, Link Deployments and Media activities.
· Manage It network & System Infrastructure of HBL other subsidiaries like HBL Asset Management, HBL Currency Exchanges etc.
· Provide Technical Assistance to Other regional IT centers and Business Units.


Senior Engineer – Network Management 				(May 2012 to April 2015)
Axact Pvt Limited
· Monitor & maintain Core Network Connectivity & WAN Links
· Configuration of Cisco Juniper & Fortinet, Core Router, Switches & Firewalls
· Working with Company Security & audit team to for Network vulnerabilities patches.
· Work with Security team for unpatched Network security vulnerabilities.
· Design & configure rule base on Firewall based on Internal requirements 
· Ensure Network Security Policies to meet organization security requirement.
· Coordination with company Business units for their day-to day requirements.
· Administration of Firewall policies, rules, mapping in Change Management environment.
· Configuration of Cisco Wireless Controller 5508 & Cisco APs CAP3702.
· Re-engineering of Enterprise Network Design to Optimize & ensure Network Security.
· Hands on operation of NMS Softwares (Solar wind, Orion, PRTG) for monitoring
· Support & Maintenance of Passive Network like Rack Harnessing & 1500+ LAN nodes.
· Vendor Liaising, Policy Drafting & Inventory handling.
· Ensuring smooth operation of various Services including Directory Services, Email, DNS, Clustered File System, and Helpdesk Portal.
Network Support Engineer 				(Feb 2010 to April 2012)
Commtel 
· Installation & Troubleshooting of Video/Audio Conferencing Devices.
· Deployment of Video/Audio Solution on onsite client premises.
· Coordination with Vendors & Managing Resources (Technicians)
· 24/7 On-Call & On-Site Technical Support.
PROJECTS




· Migration of switches of 1700+ Spoke site to enhance L2 security features (HBL)
· Roll out Router Migration of 800+ spoke sites from Juniper SSG to Juniper SRX & Cisco (HBL)
· VPN Migration of 350+ spoke sites from GRE to DVTI IPSEC (HBL).
· QoS implementation in nationwide branches with respect application based for bandwidth optimization. (HBL)
· Replacement of Cisco 7206 Core Router with ISR Series from 10 campus sites (HBL)
· Implementation of Solarwind Monitoring Tool with all nodes from old tool on it. (HBL) 
· Revamping of Passive Network Infrastructure of 2000 nodes (Axact)
· Categorization of DM/Non-DMZ application with proper Security Policy (Axact)
· Cisco 1841 configuration for 24 Site Video Conferencing Connectivity. (Commtel)
TECHNICAL SKILLS

	
· IT, Networks & Information Security Skills
Switching, Routing Protocol (RIP, OSPF, BGP), ACL, VLAN, NAT/PAT, AAA, Service Delivery, Helpdesk ticketing System, Active Directory, Office 365, Active Directory, System 
& Hardware Support.
· Network Devices
CISCO Routers 1800s/2800s/2900, ASR1006, ISR & Switches Nexus 7K/5K/2K/2900s /3500s/ Huawei, HP Procurve/Extreme Switches, Juniper Firewall SSG-5, 20, 140, 550, SRX-100, SRX-210, 300, 320, Fortinet Firewall 800c, Sonic Wall, IronPort Firewall, Cisco WLAN Controller 5508, APs CAP 3702, Cisco/Avaya IP Telephony, SIP trunks. 
· Other Tools
·  SolarWind, PRTG, WhatsApp Gold, GNS 3 emulator, Packet Tracer.
QUALIFICATIONS




Academic
· MSCS (Network & Information Security), MAJU, Karachi	3.21 CGPA	2016-2018
· BE (Telecommunication) MUET, Jamshoro	         		3.40 CGPA	2006–2010	 
Certification
· CCNP- Security Core		 			CSCO12036435	June-2020
· CCNP-Enterprise Core 				CSCO12036435	May 2014
· Fortinet- Network Security Associate NSE 1, 2				Dec 2019
· Palo Alto- Introduction to Cyber Security (EDU-010)				Jan 2020
Trainings
· ITIL
· Project Management
· Team Building
· Conflict Management
· Whistle Blowing
· Information Security 
PERSONAL PROFILE



· Father Name	:	Ravi Shankar
· CNIC		:	44301-6400049-7
· Religion	:	Hinduism
· Date of Birth	:	28-04-1987
REFERENCES



1. References can be furnished upon request.
